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BIBLIOGRAPHIC REFERENCE

MATILDE, Felipe Rodrigo Evangelista. A RTCA DO-178C oriented method to
develop Electronic Flight Bag Software. 2024. 72f. Dissertation of Master of Science –
Instituto Tecnológico de Aeronáutica, São José dos Campos.
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Resumo

O desenvolvimento de EFBs - aplicações utilizadas por pilotos dentro da cabine de aeronaves-

tem crescido nos últimos vinte anos. Essas aplicações, em sua grande maioria feitas para

tablets iPad ®, ajudam significativamente a operação de cabine ao reduzir a carga de tra-

balho, otimizar o desempenho da aeronave e remover das aeronaves manuais em papéis.

Em 2021 a EUROCAE publicou a norma EUROCAE ED-273 para o desenvolvimento

de EFB’s trazendo, entre outras coisas, requisitos relacionados à garantia de desenvolvi-

mento. A norma, considerada inédita no mundo dos EFBs, gerou naturalmente a preocu-

pação sobre como se aderir à nova norma. Esse trabalho se propôs a criar um método de

desenvolvimento de EFBs que seja aderente às diretrizes da EUROCAE ED-273. O cam-

inho adotado foi o de apontar para a RTCA DO-178C - norma reconhecida no contexto

aeronáutico para o desenvolvimento de software embarcado- e tentar identificar semel-

hanças e diferenças entre as duas normas. Assim sendo, um mapeamento entre as duas

normas foi realizado. Além disso, quanto às aplicações legadas (isto é, aplicações que já

possúıam histórico em serviço anterior à publicação da norma), esse trabalho se propôs

a criar um método para que novos incrementos de software legados sejam aderentes à

norma.



Abstract

The development of EFBs - applications used by pilots inside the airplane cabin - has

been growing in the last twenty years. These applications, most of them developed for

iPad ®, help the pilots considerably to operate the airplane by reducing the workload,

optimizing the airplane performance, and removing paper manuals from the airplane.

In 2021 EUROCAE published the standard EUROCAE ED-273 for the development of

EFBs and introduced, between some other relevant points, some requirements related to

software development assurance. The standard, as expected, made EFB manufacturers

concerned about how to follow the new standard. This work proposes to create an EFB

development method that is compliant with EUROCAE ED-273 guidelines. The adopted

method was to point to RTCA DO-178C - a widely recognized standard in aviation for

embedded software development - and try to identify similarities and differences between

the two standards. Therefore, a mapping between the two standards was performed.

Furthermore, in what concerns legacy applications (i.e., applications that already have

service history before the standard publication), this work proposes to create a method

for new increments in legacy software to be compliant with the standard.
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1 Introduction

1.1 Context

Operating an airplane is not easy. The pilots have to check for weight and balance,

communicate with towers, flight crew, and passengers, fly the airplane, navigate from

origin to destination, sometimes deal with system failures, and perform many procedures.

All of this is due to time constraints and workload.

Electronic Flight Bags (EFBs) were developed to simplify pilots’ tasks. Most of these

applications are developed for iPad ®and adopted almost universally as an EFB device.

Some EFB application domains include takeoff and landing performance calculation,

weight and balance, airport navigation, moving maps applications, briefing, flight plan-

FIGURE 1.1 – A pilot interacting with an EFB software in an iPad®
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ning, electronic QRH procedures, and replacement of paper manuals. Figure 1.1 presents

a pilot interacting with an EFB.

It is important to highlight that when an airline decides to adopt an EFB as part of

its operation, it has to apply for authorization from its civil aviation authority. This type

of authorization normally evaluates flight crew training, hardware safety, and computed

results correctness.

Due to its benefits, EFBs are widely adopted worldwide. The growing popularity of

EFBs stimulated the emergence of many EFB manufacturers and the increasing number

of EFB application domains. Consequently, this scenario makes the EFB operational

evaluation by civil aviation authorities even harder.

Therefore, in 2021, EUROCAE published the EUROCAE ED-273 document entitled

“Minimum Operational Performance Standards (MOPS) for Electronic Flight Bag (EFB)

Application.” The EUROCAE ED-273 addresses concerns like function eligibility, risk

analysis, interface, databases, and security. One of these concerns, in particular, has not

been addressed by any other document before, the EFB software development assurance.

1.2 Motivation

EASA adopted EUROCAE ED-273 to comply with the operational requirement CAT.SPA.

EFB. 100 (b). Since a new EFB regulation is in place, EFB manufacturers are expected

to be concerned about how to comply with it.

The previous concern could be from two different EFB manufacturers: one with many

years of service history and many customers worldwide, and one new player about to

launch its first EFB release. Naturally, both are expected to face different challenges in

showing EFB compliance with EUROCAE ED-273. The first already has an EFB devel-

opment process and a working EFB product. Is it supposed to re-develop its application?

Can it take advantage of its service history to show compliance? And how about the

second one? It may be easier for a new player to create a brand-new process that shows

compliance with EUROCAE ED-273 since the beginning. These two scenarios will be

addressed further in this dissertation.

One important software standard is RTCA DO-178C (RTCA, 2011a), which applies

to embedded software. Comparing both documents (i.e., RTCA DO-178C and EURO-

CAE ED-273) reveals many common aspects of software development assurance. The

risk of embedded software is higher than EFB’s, and of course, the level of demand is

proportionally higher, too. However, it seems that both standards share some similar

philosophies.
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In that regard, it would be very beneficial for organizations that already have an

RTCA DO-178C compliant process to take advantage of it as a means of compliance for

the new EUROCAE ED-273. After all, having only one development process instead of

two brings efficiency, reduces waste, and keeps all organization employees informed about

the process. By the time this dissertation is written, the scenario of an EFB manufacturer

that is also an embedded software manufacturer compliant with RTCA DO-178C is the

most frequent.

Even EFB manufacturers that do not have an RTCA DO-178C process can take ad-

vantage of the similarities between RTCA DO-178C and EUROCAE ED-273. In the year

this dissertation is being presented, no literature about EUROCAE ED-273 was found

that could help these manufacturers. On the other hand, the amount of literature about

RTCA DO-178C available is huge, and the content is instructive.

Additionally, it is convenient to state that EUROCAE ED-273 is a brand-new regula-

tion even for aviation authorities. It may be difficult for aviation regulators to evaluate

an EFB application in light of EUROCAE ED-273. In contrast, RTCA DO-178C is a

30-year-old regulation widely known by regulators.

As previously stated, RTCA DO-178C has a risk level proportionally higher than EU-

ROCAE ED-273, and therefore, the number of objectives is equally higher. If compliance

with EUROCAE ED-273 is proposed via a RTCA DO-178C oriented method, the number

of objectives must be trimmed. Otherwise, it would be too onerous.

1.3 Research question

Both RTCA DO-178C and EUROCAE ED-273 are regulations applied to software

development. The first has more objectives than the second, but they seem to share the

same philosophies regarding development assurance: both are for aeronautical domain

and both are object-oriented.

With that said, the research question is: Is the development assurance part of EU-

ROCAE ED-273 compatible with RTCA DO-178C? Based on the research question, our

research hypothesis is There is a subset of RTCA DO-178C that can be used to show

compliance with EUROCAE ED-273 but not full compliance.

1.4 Objective

The objective of this research is to Create a software development method to be used

both by a legacy EFB manufacturer and a new EFB manufacturer to show compliance
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with the development assurance part of EUROCAE ED-273.

1.5 Scope

This development method aims to fulfill most EUROCAE ED-273 development assur-

ance requirements through RTCA DO-178C objectives. To avoid being too onerous, it

must select only applicable RTCA DO-178C objectives. Therefore, it is expected that,

to follow the method proposed by this dissertation, the applicant already has a RTCA

DO-178C compliant process.

In this section, it is convenient to explain why the scope of the research is limited to the

EUROCAE ED-273 development assurance part to the detriment of the other parts. As it

will be further explained in section 2.2, it contains other parts like function eligibility and

human-machine interface. It is the understanding of this author that the requirements

from the other parts, for instance, are harder to show compliance by an alternative method

as it will be proposed for the development assurance part. The difficulty comes especially

from these requirements, which are particular to EFBs.

It is important to emphasize that following the proposed method does not show full

compliance with EUROCAE ED-273. The other parts have to be understood and fol-

lowed. Additionally, as a disclaimer, this dissertation does not constitute any operational

approval, and civil aviation authority evaluation is still required.

As stated in the objective, both scenarios of a new player (Scenario 1) and a legacy

EFB manufacturer (Scenario 2) will be considered. That means both scenarios can

benefit from the proposed development method. However, the legacy EFB scenario is the

most relevant in the year this dissertation is being presented. This is explained by the

fact that there were more EFBs released before the publication than EFBs released after

2021.

1.6 Research method

To achieve the objective, a set of five steps were identified. Figure 1.2 represents the

five steps.

Step 1 was focused on reading and studying aviation software development standards.

Three main documents were selected to achieve this step: RTCA DO-178C, RTCA DO-

330 (Software Tool Qualification Considerations), and EUROCAE ED-273. Each docu-

ment was studied carefully to comprehend the context they are applied to and to identify

commonalities and differences between them. Additional information is provided in Sec-
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FIGURE 1.2 – Research method flowchart

tions 2.1 and 2.2. Step 2 was to read and study related works. The related works are

summarized in Section 2.4. They were selected because they also performed mapping

between two software standards. The related works were useful in identifying the adopted

methodologies before performing the mapping to RTCA DO-178C.

Step 3 was the mapping itself. After a deep reading of both EUROCAE ED-273

and RTCA DO-178C, it was time to identify objectives and activities from RTCA DO-

178C that could be used to show compliance with some of its development assurance

requirements. Step 4 focused on building the development method, which is the main

contribution of the present dissertation. Step 5 was the evaluation via the focal team. In

this step, qualified experts in the domain were invited to evaluate the proposed method.

After their evaluation, if the proposed development method is not approved, then it shall

be revised.

1.7 Dissertation organization

In addition to Chapter 1, which covers the introduction, the other 4 chapters are

included in this document. Chapter 2 covers the theoretical background, providing all

the content to support the Development Method proposed in this research. Chapter 3

presents the main contribution of this dissertation, which is a Development Method to

be used by EFB manufacturers to comply with EUROCAE ED-273. Chapter 4 presents

the evaluation results of the proposed EFB Development method. Finally, Chapter 5

presents the conclusion, which summarizes this research, discusses the research question

and hypothesis, presents the threads to validity and proposes future work.



2 Theoretical Background

This chapter provides the basic knowledge of the two main software development

standards for civil aviation and some related works or documents.

2.1 RTCA DO-178C

2.1.1 Contextualization

Over the past four decades, the pervasive influence of software has profoundly reshaped

various facets of our daily lives, particularly evident in the evolution of household tech-

nologies. A prime example lies in the transformation of television sets from mere receivers

of analog signals to sophisticated multimedia hubs. Modern TVs now integrate advanced

software components that enable diverse functionalities such as internet connectivity, voice

recognition, and personalized content delivery.

This integration underscores the profound convergence of software and hardware,

a phenomenon that has long been reshaping consumer electronics (ANDERSON; SMITH,

2019). As software continues to evolve, it plays an increasingly pivotal role in enhancing

the functionality and user experience of devices (BROWN; JOHNSON, 2021). This trend re-

flects broader shifts towards interconnected, smart technologies that anticipate and adapt

to user needs (JONES; PATEL, 2020).

Software has gained significant traction within the aviation industry. Yet, there ex-

ist notable distinctions between the development of aviation software and software for

other applications, such as television. In this highly regulated realm, ensuring the safety

of flight operations takes precedence, necessitating meticulous attention during software

development to achieve the requisite level of airworthiness.

Aviation software encompasses a diverse array of areas, each subject to its own set

of stringent development standards. For example, aeronautical databases integrated into

aircraft systems must adhere to the guidelines outlined in RTCA DO-200B (RTCA, 2015).

Similarly, compliance with RTCA DO-330 (RTCA, 2011b) is imperative for tools intended
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for use in the development process of aviation software. Moreover, when software is to be

embedded within an aircraft’s systems, adherence to the rigorous standards delineated in

RTCA DO-178 is mandated.

2.1.2 History

In 1982, RTCA and EUROCAE collaboratively developed and published RTCA DO-

178 (EUROCAE ED-12) to establish a comprehensive framework for embedded aviation

software development. As noted by Rierson (2013), the standard underwent an update in

1985, resulting in RTCA DO-178A, which incorporated more robust software engineering

principles.

It wasn’t until 1992 that RTCA DO-178B was introduced. This version notably omit-

ted explicit mention of system requirement validation, now assumed to be conducted

within the broader system development context. RTCA DO-178B marked a significant

expansion from its predecessor, incorporating key enhancements such as the introduction

of development assurance levels and an emphasis on objective-oriented practices. It was

under the enforcement of RTCA DO-178B that the standard garnered widespread adop-

tion among manufacturers and gained recognition as a compliance mechanism by civil

aviation authorities (AC 20-115D).

The fourth edition of the standard, RTCA DO-178C, was released in 2011. While not

introducing a revolutionary approach to embedded software development, RTCA DO-

178C clarified concepts that had previously been ambiguous within the aviation commu-

nity, addressing lingering uncertainties from RTCA DO-178B.

The RTCA DO-178C is a well-established and mature standard, offering invaluable

guidance to the aviation industry in developing dependable and secure software solutions.

Although primarily focused on embedded software, RTCA DO-178C is often embraced in

various aviation software domains as a valuable reference or as an alternative means of

compliance.

2.1.3 Fundamental concepts

2.1.3.1 Software in the context of the system

One fundamental concept lies in the inherent interdependence of embedded software

within a system. Put simply, the software and hardware components jointly define the

system’s functionality and purpose. It is imperative to recognize that for a system to

operate effectively, both the software and hardware must execute their respective roles

and interact in accordance with the intended design (SMITH, 2018)
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As highlighted by Rierson (2013), RTCA DO-178 was published before SAE ARP-

4754 (SAE INTERNATIONAL, 2010), which is nowadays the accepted standard for aircraft

development. This is why RTCA DO-178 and DO-178A included in their scope the

validation of the system requirement. However, RTCA DO-178B delimited the scope

of what software development is and removed, therefore, the validation of the system

requirement from it.

The concept underpinning SAE ARP-4754 revolves around the V-Model methodology,

wherein high-level requirements for aircraft are decomposed into system-level require-

ments. Following this methodology, in order to effectively construct a system that meets

the aircraft’s overarching requirements, these system requirements must be allocated to

its constituent components, whether software or hardware.

It is crucial to maintain clarity regarding the distinction between system, software, and

hardware elements. While a system comprises both software and hardware components,

inherent differences exist between them. It is precisely at this juncture that the scope of

RTCA DO-178C comes into play.

The objective of RTCA DO-178C is to ensure the correct development of software

as expected by the system. Hence, it is not within the purview of the software layer to

validate the higher-level requirements of the system.

2.1.3.2 Development Assurance Level

As previously emphasized, it is crucial to comprehend the scope of software within

the context of the overall system. Consequently, it is imperative to assess the potential

impact that a failure in the software could have on the integrity of the entire system.

The concept of reliability holds significant importance in developing safe aircraft or

systems. Reliability entails ensuring a sufficiently low probability of system failure and,

by extension, failure of its components. Regarding “adequate” reliability, it implies rec-

ognizing the varying degrees of consequences associated with system failures. Put, the

probability of a system failure that could result in severe consequences must be propor-

tionately lower than that of a failure leading to mere inconvenience (DINGLE; TOOLEY,

2005).

In the development of an airplane and its associated systems, the anticipated probabil-

ity of component failures is typically distributed through failure trees. However, assigning

reliability in terms of probability becomes impractical when considering software as a

component. This is due to unique properties inherent to software that hardware does not

share; the software does not degrade over time or experience fatigue, stress, or physical

consumption.
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The concept of Development Assurance Level (DAL) is introduced to address this

challenge. Under RTCA DO-178C, five levels ranging from A to E are established, each

characterizing the potential impact of software failure on the system. Level A represents

the most critical scenario, while level E indicates no impact on safety whatsoever.

The DAL designation dictates how much a development process must adhere to RTCA

DO-178C’s development assurance objectives. Consequently, the higher the DAL, the

more stringent the compliance requirements outlined in this standard.

2.1.3.3 Objective oriented

As explained in Section 2.1.2, RTCA DO-178B introduced the concept of objective-

oriented. This concept is strongly linked to the DAL concept previously explained. RTCA

DO-178B and RTCA DO-178C do not prescribe a specific process for achieving compli-

ance in embedded software development. Instead, they outline a set of criteria that the

development process must satisfy to ensure compliance. These criteria are enumerated in

ten tables presented in RTCA DO-178C‘s Appendix A. Figure 2.1 from Marques et al.

(2023) illustrates the organization of these tables. Each criterion listed in these tables is

referred to as an objective, reflecting the standard’s ‘objective-oriented” approach rather

than being process-centric.

The relationship between Development Assurance Levels (DAL) and Objectives is

integral to RTCA DO-178C. The standard specifies tables delineating a certain number of

objectives for each DAL. As previously elucidated, the severity of consequences associated

with a software error increases with higher DALs. Consequently, software assigned a

higher DAL must demonstrate compliance with more objectives than software assigned a

lower DAL.

FIGURE 2.1 – Organization of Tables in RTCA DO-178C from Marques et al. (2023)
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Furthermore, it is important to note that each objective comprises multiple activities.

This implies that to achieve compliance with a particular objective, all activities associated

with that objective must also be successfully demonstrated.

2.2 EUROCAE ED-273

2.2.1 Background

Integrating an Electronic Flight Bag (EFB) into real operations necessitates approval

from the relevant civil aviation authority. The requesting operator must demonstrate var-

ious aspects, including adequate training for their crew on the specific EFB, the resilience

of the EFB hardware under extreme flight conditions (e.g., depressurization), and the

absence of interference between EFB wave signals and avionics systems. Moreover, they

must ensure that the content of the EFB, particularly the software, is accurate and will

not inadvertently impact flight operations.

The verification of software correctness is of particular concern, presenting a formidable

challenge for civil aviation authorities due to the proliferation of applications available in

the market. Over the past two decades, EFBs have gained popularity among operators,

leading to a vast array of available applications encompassing functions such as aircraft

performance calculation, moving maps, flight planning, briefings, weight and balance com-

putations, digital logbooks, and paper manuals’ replacement.

The absence of a standardized development framework for EFB applications com-

pounds this challenge. Recognizing this need, EUROCAE established the Working Group

WG-106 “EFB Applications” to examine and propose an industry-consensus standard for

EFB development.

2.2.2 Structure and content

EUROCAE ED-273 is a sixty-nine-page standard composed of four chapters. Chapter

2 is the most relevant for this dissertation, and a deeper explanation will be provided

below. In any event, a brief description of the other chapters is also provided next.

Chapter 1 is titled “Introduction” and presents the document’s purpose and scope, the

document structure, wording rules of the standard, definitions, and acronyms. In this

first chapter, it is explained that the EUROCAE ED-273‘s purpose is to provide “MOPS

for the design, development, evaluation, and validation of EFB applications and their

functions”. Additionally, it adds that “the MOPS include requirements, recommended

practices and guidelines”.
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Chapter 2’s title is “General Minimum Operational Performance Standard” and, as

explained by the title, applies to all types of EFBs. The second chapter is divided into

the following sections:

• Function Eligibility

This section aims to define what functionalities can be implemented by an EFB

and which ones require a certified airworthiness device or process. To do that, the

standard provides a methodology to make a functional breakdown and identify the

functions in an EFB.

The section also presents a table with no authorized intended uses. For example,

it is forbidden to use the following categories: ”Aviate or Fly” the airplane and

”Navigate.” According to that table, it is also forbidden to communicate with ATC

through an EFB.

• Safety Risk Assessment

This section presents a methodology for identifying hazards that an EFB can pro-

mote, building a reasonable plan to mitigate and prevent damages, and validating

the plan.

• Human Machine Interfaces

This section presents some requirements for data validation and colors to be used or

avoided in the airplane cockpit, among other concerns. The goal of this section is to

guarantee that the flight crew will not be distracted from their duties and that all

relevant information presented and asked by EFB is consistently planned in terms

of HMI.

• Development Assurance

In this section, if an EFB function presents a residual risk, its FQL shall be High.

On the other hand, if there is no residual risk, the FQL of an EFB function shall be

low.

From this FQL definition, the standard proposes a table correlating each FQL to

a set of development assurance objectives. All EFB functions have to comply with

FQL Low-related objectives. However, if an EFB function’s FQL is High, then it

has to comply with a few more objectives.

The table contains a set of 17 objectives, and each one of them is presented in a row.

The table also classifies the requirements according to six categories. The six cat-

egories are Development Plan, Operational Requirements, Software Development,

Configuration Management, Application Release, and Quality Assurance Process.

Figure 2.2 illustrates the relationship between the process areas.
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FIGURE 2.2 – Processes of an EFB application development (EUROCAE, 2021)

This table contains 5 columns: Requirements Category, EUROCAE ED-273 Section

ID, Description of the objective, FQL Allocation High, and FQL Allocation Low.

From this table, it is possible to identify the sets of objectives applicable to each

FQL. Unlike RTCA DO-178C, no activity is performed for any EUROCAE ED-273

objective.

• Databases

This section is related to a non-real-time acquisition database and does not cover

parameter data items.

From an EFB point of view, EUROCAE ED-273 understands that two questions

must be answered to identify the appropriate requirements for the database. The

first question is: Does the database contribute to residual risk? The second question

is: Is the database part of the EFB application?

With these two yes-no questions answered, the database can be situated among four

possible combinations. For each of these four possible combinations, EUROCAE

ED-273 defines requirements such as establishing a protocol or a document to specify

the database structure precisely or to assure an appropriate quality level of the

content.

• Security

This section defines a set of requirements related to EFB security. For instance,

check the format and range of inputs, monitor for any third party, publish security

alerts, correct any vulnerability found, or justify the lack of risk in case of security

findings. If a residual risk is found in the Safety Risk Assessment, the EFB must

comply with a few more security requirements.
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Chapter 3’ title is “Specific Minimum Operational Performance Standard”. It defines

a special set of requirements applicable to six EFB application domains. There is no

additional requirement for development assurance in Chapter 3. The six domains are:

• Aircraft performance and mass and balance calculation functions;

• Function displaying own-ship position;

• Airport Moving Map Display(AMMD) function;

• Weather function;

• Electronic checklist function; and

• Electronic signature function.

Chapter 4’s title is “Operational and Installation Instructions”. It covers installation

and administration instructions that are to be provided to users.

2.3 DOT-FAA-AR-01-116 Software Service History Hand-

book

In 2002, the Federal Aviation Administration (FAA) and the Department of Trans-

portation (DOT) in the US released their final research report on assessing service history

data for onboard applications. The executive summary explicitly states that this report

aids industry stakeholders and the FAA in formulating and evaluating product service

history data for certification credit.

According to the report, RTCA DO-178B proposes that service history could serve as

an alternative means of compliance with certain requirements. However, the committee

involved in the DOT/FAA research highlights the considerable challenge of qualitatively

and quantitatively assessing the collected service history data.

The report delineates two essential criteria the applicant must meet: relevancy and

sufficiency. Additionally, it identifies four key components of service history: problem re-

porting, operations, environment, and time. Each of these components must demonstrate

the presence of relevant and sufficient data.

Furthermore, the report includes appendices containing spreadsheets with questions

designed to guide applicants in systematically evaluating their service history. However,

it emphasizes that this document is not an official FAA publication that can be used to

demonstrate compliance with RTCA DO-178B. Therefore, it advises applicants to consult

with their local civil aviation authority for further guidance and clarification.
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2.4 Related work

As previously mentioned, the software development for embedded software is already

standardized in aviation through the use of RTCA DO-178C (RTCA, 2011a) and its sup-

plements. Recent works have discussed advances and new software development methods

in this field. The authors of this work identified and grouped related works into 6 (six)

themes:

• Impacts on the transition from RTCA DO-178B (RTCA, 1992) to RTCA DO-178C

(RTCA, 2011a), as explored in the works of Marcil (2012) and Youn et al. (2015);

• Model-Based Development, as explored in the works Paz e Bousaidi (2016) and

Sarkis et al. (2020);

• Use of Agile Methods in Software Development, as explored in the works Vander-

Leest e Buter (2009) and Marsden et al. (2019);

• Formal Verification, as seen in the works of Moy et al. (2013) and Marques e Cunha

(2017);

• Aircraft Embedded Software Loading, as reported in the works of Marques et al.

(2019) and Marques et al. (2021);

• Mapping between standards, models, and norms with a focus on safety, as reported

in the work of Bhansali (2005) and Ferreirós e Dias (2015).

The work of Marcil (2012) explains the benefits of formal methods and object-oriented

technology that RTCA DO-178C offers in conjunction with RTCA DO-332 (RTCA, 2011d)

and RTCA DO-333 (RTCA, 2011e). It also focuses specifically on modeling in software

development and the qualification of tools that automate or facilitate the verification and

validation of avionics applications built from models to ensure there are no unintended

functions.

The work of Youn et al. (2015) presents an overview of the guidelines for aeronautical

software contained in RTCA DO-178C and supplementary documents. It also addresses

the similarity between RTCA DO-178B and DO-178C, reviewing the fundamentals of

verification philosophy and an overview of crucial guidance included in RTCA DO-178C.

The work of Paz e Bousaidi (2016) presents a framework for using models for com-

pliance with RTCA DO-178C. They also analyzed other approaches compared to the

proposed framework, highlighting similarities, differences, strengths, and weaknesses.
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The work of Sarkis et al. (2020) presented a set of guidelines for development based

on Aeronautical Embedded Software models, ensuring compliance with RTCA DO-178C

and RTCA DO-331 RTCA (2011c). In addition to the drivers, a case study is presented.

The work of VanderLeest e Buter (2009) provides a detailed analysis of the main agile

practices, with a preliminary assessment of their ease of implementation. The authors

highlighted that the transition to agile development does not require sudden and radical

changes but can be accomplished by incorporating agile methods into an existing process.

The work of Marsden et al. (2019) shows how apparent contradictions between agile

practices and aeronautical software certification objectives were resolved in several Airbus

projects and quantifies the resulting financial gains.

The work of Moy et al. (2013) describes some of the goals and activities in the area of

formal methods, explaining how these methods can be used instead of testing in an RTCA

DO-178C context. The work summarizes the practical experience of Dassault-Aviation

and Airbus in successfully applying formal methods for developing aeronautical embedded

software.

The work of Marques e Cunha (2017) provides some scenarios for database verification

using the RTCA DO-178C and RTCA DO-200B (RTCA, 2015) standards, including the

use of tool qualification when processes are eliminated, reduced, or automated by the use

of software tools without reviewing the output produced by such tools.

The work of Marques et al. (2019) characterizes the scenarios of software loading on

aircraft and treatments for possible threats involving information security in this process.

This work was later improved to a framework in the work of Marques et al. (2021) that

presents a set of reusable requirements and general testing procedures for software loading

involving manual and automatic checks. The authors believe that the framework can help

smaller companies, especially those entering the market, to incorporate software loading

capabilities into systems development.

In their study, Ferreirós e Dias (2015) proposed a method to estimate the distance a

CMMI-DEV compliant team would have to overcome to be an embedded software provider

compliant with RTCA DO-178C.

The method was based on ten tables - one for each RTCA DO-178C Appendix A table

- whose columns represented each RTCA DO-178C objective and activity and whose rows

represented each CMMI-DEV practice. Figure 2.3 presents an illustration of these tables.

The authors assessed the intersection of both standards in each of the ten tables.

By doing so, they could estimate the level of accomplishment of RTCA DO-178C by a

CMMI-DEV-compliant team.

The authors concluded that, despite similar philosophies and concerns in both stan-
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FIGURE 2.3 – Intersection table scheme proposed by (FERREIRóS; DIAS, 2015)

dards, it is impossible to adopt CMMI-DEV to comply with RTCA DO-178C. This state-

ment of non-compliance is presented by the authors, especially when they point to the

Verification of Verification Process Result and Certification Liaison Process,

A comparison of four compliance means for embedded software was performed by

Yan (2009). The author evaluated RTCA DO-178B, Safety Engineering Approach for

Software Assurance, Capability Maturity Model (e.g. CMMI), and Alternative Methods

(e.g. formal methods and service history).

The author recommends checking first with local authorities to determine whether the

alternative means of compliance are acceptable. However, the author performed a survey

and concluded that it would be hard to convince aviation players to deviate from RTCA

DO-178C. According to the author, the industry and aviation authorities widely adopted

the RTCA DO-178C.

In his study, Bhansali (2005) wanted to find a subset of common attributes or objec-

tives among 16 safety-related development standards. He concluded that there is a subset

of common attributes or objectives (e.g. System Safety Assessment, Software Require-

ment Validation, and Traceability Analysis). However, it can be deduced from his work

that different safety-related areas emphasize the software development process differently.

2.4.1 Contribution to the research

According to Ferreirós e Dias (2015), the alignment between standards does not ne-

cessitate a perfect match to derive valuable insights. Despite CMMI-DEV not aligning

perfectly with RTCA DO-178C, Ferreiros identified key areas where a CMMI-DEV com-

pliant team can focus to achieve RTCA DO-178C compliance. Furthermore, the method

of comparing standards using tables was noted for its objectivity and visual efficiency.
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Research by Yan (2009) underscores the significant role of RTCA DO-178C in aviation

despite the existence of alternative compliance methods. Therefore, it would be beneficial

for an Electronic Flight Bag (EFB) development method to adhere to RTCA DO-178

standards closely.

Bhansali (2005) emphasized that when attempting to identify common attributes or

objectives among a set of standards, different areas of expertise may prioritize different

aspects of the software development process. Consequently, there may be specific EFB

development objectives that do not align with counterparts in RTCA DO-178C.



3 EFB Development Method

This chapter unveils the primary contribution of this research: an Electronic Flight Bag

(EFB) development method designed to secure approval from civil aviation authorities

as an acceptable means of compliance (AMC) for the software development assurance

component outlined in EUROCAE ED-273. Figure 3.1 presents the proposed development

method for EFBs.

FIGURE 3.1 – Proposed development flowchart

Before executing any Task from Figure 3.1 a question about having or not an RTCA

DO-178C compliant process must be answered. All the Tasks from 1 to 6 presented in

Figure 3.1 and in this Section are to be executed only when there is an RTCA DO-178C

compliant process. When the EFB applicant does not have an RTCA DO-178C compliant

process then he/she must submit to his/her regulator an EUROCAE ED-273 compliant

process. In this case, creating such a process is out of the scope of this research, even

though the applicant could be inspired by the content here presented.
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3.1 Task 1

Task 1 consists of simplifying the RTCA DO-178C compliant process according to

EUROCAE ED-273 mapping to RTCA DO-178C. Assuming the applicant already has

an RTCA DO-178C compliant process, it certainly addresses all applicable objectives and

activities from the standard. Therefore, this dissertation proposes to perform a tailoring of

the RTCA DO-178C compliant process so that only objectives and activities from Figure

3.3 are effectively executed.

Figure 3.3 illustrates the proposed mapping from EUROCAE ED-273 objectives to

RTCA DO-178C objectives and activities. For the EUROCAE ED-273 portion of Figure

3.3, five columns are presented. The first column denotes the process area from which

the objectives originate. The second column specifies the particular section within the

EUROCAE ED-273 standard where each objective is located. The third column provides

a concise description of the objective as outlined in the standard. The fourth and fifth

columns indicate the applicability of these EUROCAE ED-273 objectives to FQL High

and Low, respectively.

As delineated in Section 2.1, RTCA DO-178C tables comprise objectives, each com-

posed of multiple activities. Accordingly, Figure 3.3 features three columns of RTCA

DO-178C: Table, Objective, and Activity.

Figure 3.2 depicts the rationale behind the mapping. An objective from EUROCAE

ED-273 is mapped, as needed, to one or more objectives from RTCA DO-178C, although

not necessarily to all activities of those RTCA DO-178C objectives. For example, accord-

ing to Figure 3.3, EUROCAE ED-273 objective 2.4.2.5.1 (EFB Application conformity)

is mapped to objectives 1, 2, and 5 from RTCA DO-178C Table A-9. Furthermore, it is

noted that objective 1 from RTCA DO-178C Table A-9 encompasses activities 8.2.b, 8.2.h,

and 8.2.i, yet for the purpose of the mapping, only activity 8.2.b is included. Similarly,

some objectives from EUROCAE ED-273 do not have equivalents in RTCA DO-178C,

such as EUROCAE ED-273 item 2.4.2.2.1.
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FIGURE 3.2 – Mapping diagram from EUROCAE ED-273 and RTCA DO-178C
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FIGURE 3.3 – Mapping between EUROCAE ED-273 and RTCA DO-178

Observations from Figure 3.3 reveal two key insights. Firstly, there exists an extensive

mapping from EUROCAE ED-273 to RTCA DO-178C, indicating a substantial align-

ment between the two standards. However, on the other hand, several requirements from
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EUROCAE ED-273 lack a direct equivalent objective in RTCA DO-178C.

As depicted in Figure 3.3, the requirements from EUROCAE ED-273 that remain

unmapped to RTCA DO-178C include 2.4.2.2.1 (EFB Function operational requirements

definition), 2.4.2.2.3 (EFB Function Operational Requirements validation), and 2.4.2.2.4

(EFB Function compliance with operational requirements). The absence of equivalence

in RTCA DO-178C for these requirements is primarily due to their focus on operational

requirements.

EUROCAE ED-273 defines operational requirements, outlined in item 2.4.2.2, as func-

tionalities aimed at assisting pilots in performing their duties. This aspect is not addressed

within the scope of RTCA DO-178C.

It is worth emphasizing that RTCA DO-178C pertains specifically to embedded soft-

ware. Embedded software operates within a system; therefore, it is nonsensical for the

software component to introduce functionalities beyond what the system was originally

designed for.

In essence, requirements are formulated and validated during system development at

the system level, rather than at the software level. This is one of the fundamental reasons

why RTCA DO-178C does not validate system requirements. In RTCA DO-178C, all

development activities originate from and align with system requirements.

An EFB application cannot be viewed as a system component; it exists within an

environment where pilots utilize the EFB to carry out their tasks. Therefore, the concept

most closely resembling EUROCAE ED-273 operational requirements would be system

requirements, which fall outside the scope of RTCA DO-178C.

The EUROCAE ED-273 standard distinguishes between operational requirements and

software requirements. According to the standard, all Function Qualification Level (FQL)

applications must address operational requirements, while only FQL High applications

must address software requirements.

In contrast, RTCA DO-178C introduces two categories of software requirements: High-

level Requirements (HLR) and Low-level Requirements (LLR). HLRs provide a high-level

overview of the software’s functionality, while LLRs offer detailed specifications on how

the software will implement the HLRs.

The author posits that EUROCAE ED-273 operational requirements and software

requirements for an Electronic Flight Bag (EFB) equate to system requirements and

HLR requirements for embedded software, respectively. Since system requirements fall

outside the scope of RTCA DO-178C, EUROCAE ED-273 objectives 2.4.2.2.1, 2.4.2.2.3,

and 2.4.2.2.4 do not have equivalent objectives in RTCA DO-178C.

Additionally, there is no EUROCAE ED-273 objective specifically addressing LLR
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requirements. This absence aligns with the understanding that EFBs, being of lower

criticality compared to RTCA DO-178C Design Assurance Level (DAL) D applications, do

not necessitate LLR-related objectives. Consequently, the lack of LLR-related objectives

in EUROCAE ED-273 is consistent with the absence of LLR-related objectives for RTCA

DO-178C DAL D applications.

A further explanation about how to comply with these operational requirement-related

objectives will be provided in Section 3.3.

3.2 Task 2

Task 2 consists of writing the Software Development Plan (SDP). This is a plan from

RTCA DO-178C that contains a description of the software development procedures and

software life cycle(s) (RTCA, 2011a). RTCA DO-178C requires more plans than SDP.

However, EUROCAE ED-273 objective 2.4.2.1.1 requires only one, called Application

Development Plan.

According to Figure 3.1, equivalence between SDP and the EFB’s Application Devel-

opment Plan is being proposed. The applicant does not need to write the other plans

RTCA DO-178C prescribes.

SDP shall contain two important components:

• It shall present this dissertation’s proposed method, so the Certification Authority

can evaluate it

• It shall contain the service history credit if the applicant intends to take credit for

it (explained in Task 5.2).

3.3 Task 3

As explained in Section 3.1, the only EUROCAE ED-273 objectives that are not

mapped to RTCA DO-178C objectives are 2.4.2.2.1 (EFB Function operational require-

ments definition), 2.4.2.2.3 (EFB Function Operational Requirements validation) and

2.4.2.2.4 (EFB Function compliance with operational requirements). It was also stated

that this lack of mapping is because system requirements are out of RTCA DO-178C’s

scope.

In this case, the EFB applicant has to create a method to define, validate, and ver-

ify the operational requirement to fulfill EUROCAE ED-273 objectives 2.4.2.2.1 (EFB
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Function operational requirements definition), 2.4.2.2.3 (EFB Function Operational Re-

quirements validation) and 2.4.2.2.4 (EFB Function compliance with operational require-

ments).

To avoid losing generality, the author understands that it shall not be proposed as a

method for writing an operational requirement in the development method. It remains

for the operator to choose his/her favorite methodology. For that matter, it can be

mentioned the following from (VALENTE, 2024): user story, use case, diagrams, and textual

requirement. However, considering that most EFB manufacturers are also RTCA DO-

178C applicants, the recommendation would be to write EFB operational requirements

similarly to the system requirements for embedded software. In this way, uniformity and

consistency would be favored.

3.4 Task 4

According to Figure 3.1, when the applicant has a new EFB application (i.e., without

service history), then Task 4 shall be executed. Task 4 shall also be executed by a legacy

EFB application when its SDP is not approved by the certification authority for service

history credit.

Task 4 consists of conducting the full Software Development using the RTCA DO-178C

compliant process and Operational Requirements. In other words, to develop his/her

EFB application, the applicant has to execute the simplified process from Task 1 for the

whole EFB, write the Software Development Plan from Task 2, and write the operational

requirements from Task 3 for the whole EFB.

3.5 Task 5

Figure 3.1 shows that when the application is considered a legacy EFB (i.e., with

service history), then Task 5 shall be executed. It consists of preparing service history

data to take credit for unmodified parts of the EFB Software.

Given the relatively recent introduction of EUROCAE ED-273 and the prevalence of

EFB applications developed before its publication, this dissertation proposes a method-

ology for developing new software increments within the framework outlined in Sections

3.1 and 3.3, specifically tailored for EFBs with approved service history.

EUROCAE ED-273 allows EFB applicants to leverage service history as evidence of

compliance with certain requirements, as stated in item 2.4.2.1.2.3. However, the standard

does not clearly delineate which requirements can be demonstrated through service history
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and which cannot (EUROCAE, 2021).

As elucidated in Section 2.3, the FAA conducted research and published a handbook

to assist both the Administration and the industry in qualitatively and quantitatively

evaluating service history. However, the document acknowledges the difficulty in assessing

the relevance and sufficiency of the collected data. Despite offering some spreadsheet tools,

the document is not officially endorsed by the FAA and is not recognized as an alternative

compliance method. Ultimately, the responsibility for evaluating and determining credit

for service history rests with the Aircraft Certification Office (ACO) (DOT-FAA, 2002).

Given the aforementioned challenges, it is beyond the scope of this research to pro-

pose an objective methodology for evaluating the relevance and sufficiency of legacy EFB

service history. Hence, the flowchart depicted in Figure 3.4 assumes that the ACO retains

the authority to accept or reject the collected service history data.

Figure 3.4 presents a flowchart to assist legacy EFB applicants in maintaining and

developing new increments while still adhering to EUROCAE ED-273 standards. It details

what was presented as Task 5 in Figure 3.1.

FIGURE 3.4 – Legacy EFB flowchart to request approval for service history credit

The Task 5.1 from Figure 3.4 entails collecting service history data. According to

EUROCAE ED-273 item 2.4.2.1.2.3, the collected data must demonstrate relevance and

include information on the problem report history. Additionally, there should be a demon-

strated similarity between the operational environment from which the service history data

is gathered, and the operational environment proposed by the EFB applicant. Guidance

for this process can be derived from DOT/FAA/AR-01/116 content.

According to Task 5.2 from Figure 3.4, the applicant must elucidate their intention to

seek credit for service history within the Development Plan. This entails attaching the

collected content from Task 5.1 to the development plan, along with a clear rationale for

seeking credit

According to Task 5.3, the applicant shall submit the Software Development Plan

to the Certification Authority. The collected service history may either be accepted or

rejected by the ACO. If not accepted, the only recourse for the EFB applicant is to

undertake a complete redevelopment following Section 3.4 (Task 4). Conversely, if the

ACO accepts the collected service history, only new increments to the legacy EFB are
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required to adhere to the proposed EFB development method (Task 6).

3.6 Task 6

As explained in Section 3.5, it is beyond the scope of this research to propose an

objective methodology for evaluating the relevance and sufficiency of legacy EFB service

history. Therefore, the flowchart from Figure 3.1 contains a decision point from where the

applicant shall perform Task 4 or Task 6, depending on the outcome of service history

credit from the Certification authority.

As explained in Section 3.1, in case the legacy EFB’s service history is accepted by

the certification authority, then Task 6 shall be performed. It consists of developing the

modification using the RTCA DO-178C compliant process, the Software Development

Plan, and Operational Requirements.

In other words, to develop a new increment of his/her EFB application, the applicant

has to execute only for this new increment the simplified process from Task 1, write the

Software Development Plan from Task 2, and write the operational requirements from

Task 3 for new EFB’s increment.



4 Method Evaluation

4.1 Focal team evaluation

After the development method proposed in Chapter 3 was created, it was evaluated

by a focal team. Figure 4.1 presents the steps followed to evaluate the method by a focal

team.

FIGURE 4.1 – Presentation to the focal team and evaluation steps

The focal team comprised five experts in some software domain areas like RTCA DO-

178C, software certification, and EFB development. Before the method was evaluated,

Step A pre-defined criteria for selecting the focal team experts. The criteria are presented

in Section 4.1.1.

Step B was to make a single presentation to all focal team experts. It took about 45

minutes of research problem contextualization and development method presentation and

15 minutes for questions. The goal of this 60-minute total time was to present the same

content for all focal team experts without giving one more information than the others.

After the presentation, the supporting documents were sent in Step C. These docu-

ments comprised the presentation slides and an extract from the development assurance

part of EUROCAE ED-273. These documents were important to let focal team experts

analyze the proposed development method in the slides with the requirements from EU-

ROCAE ED-273 that the development method is supposed to comply with.

During the presentation, the author and the focal team experts agreed on a one-

week deadline for study and evaluation. Step D was important because it gave evaluators

enough time to study and make their comments. If more than one week had been proposed,

then it might have compromised the understanding of the presentation.
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Finally, Step E was filling out an evaluation form. An online version was adopted

due to the geographic distance between evaluators and the agility of the answers. It was

designed to take about 5 minutes to be answered. The evaluation was composed of two

main parts. The first, composed of four questions, aims to qualify the evaluators and

confirm that they comply with the criteria pre-defined in Step 1. The second, composed

of five questions, aims to evaluate the method. For each question of the second part, the

evaluators were supposed to select one and only one of the following options: Strongly

agree, partially agree, neither agree, neither disagree, partially disagree, and strongly

disagree. If an answer for the second part is not Strongly Agree, the evaluator was asked

to provide a comment.

4.1.1 Criteria

4.1.1.1 Focal team selection

The first part of the online evaluation form was to qualify and confirm that evaluators

comply with pre-defined criteria to be part of the focal team. The criteria contain four

items:

• Criterion 1: The participant must have at least 10 years of professional experience

in aviation;

• Criterion 2: The participant must hold an education background in engineering or

computer science;

• Criterion 3: The participant must hold an Education degree in level of college,

master’s or Ph.D.

• Criterion 4: The participant must have professional experience in at least one of the

following competencies: (I) RTCA DO-178C; (ii) aeronautical development soft-

ware; (iii) development of software standards in general; or (iv) EFBs or application

development

Additionally, it is convenient to highlight that the five evaluators were selected from

three different aviation manufacturers. This diversity of employers reduces bias errors.

4.1.1.2 Development method acceptance

Each of the five focal team experts answered five questions related to the proposed

development method. Therefore, a total number of 25 answers were provided by the focal

team.
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It was pre-defined that if all answers were Strongly Agree or Partially Agree, then the

focal team could consider the development method valid.

On the other hand, if at least one of the 25 answers was Neither Agree nor Disagree,

Partially Disagree, or Strongly Disagree, then a modification in the proposed development

method would be required. If that is the case, a new evaluation by a focal team would be

necessary.

If the proposed development method is accepted by the focal team but at least one

answer is Partially Agreed, then the author evaluates the comment provided by the re-

spondent. In this case, the author could change the method according to the feedback

received.

4.1.2 Evaluation form

Questions from Q1 to Q4 were proposed to confirm the respondents comply with the

pre-defined criteria to be part of the focal team. Questions Q5 to Q9 were proposed to

evaluate the method itself. For these questions, the respondents must select one and only

one answer between the following: Strongly Agree, Partially Agree, Neither Agree nor

Disagree, Partially Disagree, Strongly Disagree. If an answer was not Strongly Agree, the

evaluator was supposed to provide feedback. Table 4.1 presents the questions and the

possible answers.
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TABLE 4.1 – Proposed evaluation form’s questions

ID Evaluation type Question Possible Answers

Q1

Self-evaluation

How many years of professional experience do you have?

0-2 years

3-5 years

6-8 years

9-10 years

11-15 years

16-25 years

more than 26 years

Q2 What is your education background area?

Engineering

Computer Science

Administration

Accouting

Others

Q3 What is your education degree?

High School

College

Master

PhD

Pos Doctoral

Other(specify)

Q4
Select the technologies or areas of knowledge that you use to work daily or that

you have experience with

RTCA DO-178C

Aeronautical Software Development

EUROCAE ED-273

Software Development Standard in general

EFB

Database

Application Development

Q5

Method evaluation

Did you understand the research context? Strongly Agree

Partially Agree

Neither Agree nor Disagree

Partially Disagree

Strongly Disagree

Q6
Do you consider that you received enough information to evaluate the method

with strict criteria?

Q7 Is the method correct? In other words, is the method defectless?

Q8
Is the method complete? In other words, does it need nothing more to fulfill the

method reason for existing?

Q9
Is the method reasonable? In other words, is it not too much onerous compared

to any other alternative means to fulfill the method reason for existing?

4.1.3 Evaluation feedback

Questions from Q1 to Q4 are intended to evaluate the respondents and verify they

comply with criteria defined in Section 4.1.1.1. According to the above-mentioned criteria,

the results shown in Figures 4.2, 4.3, 4.4 and 4.5 proves the respondents fulfilled the pre-

defined criteria to be part of the focal-team.
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FIGURE 4.2 – Q1: How many years of professional experience do you have?

FIGURE 4.3 – Q2: What is your education background area?

FIGURE 4.4 – Q3: What is your education degree?
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FIGURE 4.5 – Q4: Select the technologies or areas of knowledge that you use to work daily or that you
have experience with

The questions from Q5 to Q9 evaluated the method itself. As it can been seen in

Figures 4.6, 4.7, 4.8, 4.9 and 4.10, all respondents Strongly or Partially agree with the

statements. As it was explained in Section 4.1.1.2, the results obtained by the focal team

experiment prove the method was accepted as valid by the experts.

In this part of the evaluation, the respondents provided feedback and suggestions.

All the comments were evaluated by the author. After the evaluation, some of the

comments were accepted by the author and incorporated into the method, and some

other comments were evaluated as not applicable or unfounded. The accepted com-

ments/suggestions and the unfounded comments are presented below, followed by the

author’s justification. The non applicable comments will not be presented because they

are non-method related or do not contribute to the discussion.

FIGURE 4.6 – Q5: Did you understand the research context?

For Q5, it can be seen that all respondents strongly agree with the statement. There-

fore, no comments were provided.
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FIGURE 4.7 – Q6: Do you consider that you received enough information to evaluate the method with
strict criteria?

For Q6, one respondent inquired about the required independence and configuration

control level.

• Q6 - Comment 1: “I did not find information regarding the independence required

for the objectives of DO-178C in mapping. If independence is not applicable for

mapping with ED-273, it may be worth mentioning that it is not necessary. The

same comment applies to the configuration control levels of artifacts present in the

DO-178C Tables and not mentioned in the method (mapping with ED-273).”

The independence and configuration control level topics asked in Q6 Comment 1 do

not apply to EUROCAE ED-273. However, the author evaluated it would be interesting

to state that in this dissertation explicitly. Therefore, this comment was accepted by the

author and incorporated into the method, as exposed in Section 3.1.

FIGURE 4.8 – Q7: is the method correct? In other words, is the method defectless?

For Q7, two respondents provided the following comments:
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• Q7 - Comment 1: “For ED-273 section 2.4.2.3.3, I understand that the objectives

of Table A-7 of DO-178C should also be considered in the analysis. Furthermore,

regarding ED-273 section 2.4.2.5.2, I believe that there are no objectives of DO-178C

that fully comply with the concerns listed.”

• Q7 - Comment 2: “I consider it hasty to say that the method is correct. Some

requirements presented in the material do not seem to be fully aligned with the ob-

jectives indicated (e.g. REQ 40, 41, 42, 45, 46, 55, 58, 59, 60, 61, 69, 70, 71,

72)”

The respondent from Q7 Comment 1 proposed to include Table A-7 from RTCA DO-

178C to fully comply with EUROCAE ED-273 section 2.4.2.3.3 objective. This suggestion

was partially accepted by the author. In this case, the author agrees that Table A-7 ob-

jectives 1, 2 and 3 are applicable to comply with EUROCAE ED-273 section 2.4.2.3.3

objective. After all, EUROCAE ED-273 section 2.4.2.3.3 is about compliance with soft-

ware requirements. However, the remaining objectives (i.e., 4, 5, 6, 7, 8, and 9) from Table

A-7 should not be pointed out by the mapping because they deal with RTCA DO-178C

low-level requirements and software structures.

The respondent from Q7 Comment 1 also stated that there is no RTCA DO-178C

objective that fully complies with EUROCAE ED-273 Section 2.4.2.5.2. However, the

author does not agree with such a statement because EUROCAE ED-273 Section 2.4.2.5.2

concerns Known Issues in EFBs and matches with RTCA DO-178C Table A-8 objective

3, which concerns problem reporting.

The respondent from Q7 Comment 2 raised concerns about some EUROCAE ED-273

requirements. In the opinion of this respondent, some requirements from EUROCAE ED-

273 were not addressed by the proposed mapping. The author evaluated the requirements

the respondent mentioned, and the author partially agrees with the respondent. In other

words, some of the requirements the respondents mentioned were indeed not addressed

by the proposed mapping but others requirements were already addressed.

Requirements REQ 40, 41 and 42 are presented in EUROCAE ED-273 Section 2.4.2.1.2

Development Plan - Additional Considerations. REQ 40 aims to ensure that in an EFB

with multiple FQL the FQL Low functions do not adversely affect the FQL High functions.

This intent is similar to RTCA DO-178C Table A-2 Objective 5 and Activities 5.2.2.c.

REQ 41 aims to identify all third-party pieces of software used in the EFB. This intent is

similar to RTCA DO-178C Table A-8 Objective 1 and Activity 7.2.1.b. REQ 42 aims to get

a justification and to collect data when an EFB service history is used to show compliance

with the standard. This intent is similar to RTCA DO-178C Table A-1 Objective 4 and

Activity 4.2.k. Therefore, the mapping from REQ 40, 41 and 42 to above mentioned

RTCA DO-178C Tables, Objectives and Activities was incorporated into the method
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presented in this dissertation Section 3.

Requirement REQ 45 is presented in EUROCAE ED-273 Section 2.4.2.2.2 Operational

requirement - EFB application architecture definition and it asks for EFB architecture def-

inition. It is already addressed in the mapping by RTCA DO-178C Table A-2, Objective

3 and Activities 5.2.2.a and 5.2.2.d.

Requirement REQ 46 is presented in EUROCAE ED-273 Section 2.4.2.2.2 Operational

requirement - EFB application architecture definition and it asks that a FQL shall be

assigned to each EFB function. It is already addressed by EUROCAE ED-273 since it is

the outcome of the safety risk assessment process.

Requirement REQ 55 is presented in EUROCAE ED-273 Section 2.4.2.3.1 Software

development - EFB function software requirement definition and it asks for EFB software

requirement definition. It is already addressed in the mapping by RTCA DO-178C Table

A-3 Objectives 1 and 2 and Activities 6.3.1. These objectives from RTCA DO-178C

address the HLR requirements, which were understood as being equivalent to EUROCAE

ED-273 software requirements as explained in this dissertation Section 3.

Requirements REQ 58, 59 and 60 are presented in EUROCAE ED-273 Section 2.4.2.3.3

Software development - EFB compliance with software requirements. REQ 58 states that

software requirements shall be fully covered by tests. It is already addressed in the

mapping by RTCA DO-178C Table A-6 Objective 1 and 2 and Activities 6.4.2, 6.4.2.1,

6.4.3, 6.5. REQ 59 states that the results of the test shall be reviewed and that acceptable

differences shall be explained. It is already addressed in the mapping by RTCA DO-178C

Table A-7 Objectives 1, 2 and 3. REQ 60 asks for robustness tests. It is already addressed

in the mapping by RTCA DO-178C Table A-6 Objective 2.

Requirements REQ 61 and 69 are presented in EUROCAE ED-273 Section 2.4.2.4

Configuration Management and Section 2.4.2.4.5 Configuration Management - Archive,

respectively. REQ 61 states that a configuration management process shall be defined.

It is already addressed in the mapping by RTCA DO-178C Table A-8 Objective 4 and

Activity 7.2.7. REQ 69 asks for archiving artifacts. It is already addressed by the mapping

by RTCA DO-178C Objective 4 and Activity 7.2.7.

Requirement REQ 70 is presented in EUROCAE ED-273 Section 2.4.2.5.1 Application

release - EFB application conformity. REQ 70 ask for conducting a conformity review.

It is already addressed in the mapping by RTCA DO-178C Table A-9 Objective 5 and

Activity 8.3.

Requirement REQ 71 is presented in EUROCAE ED-273 Section 2.4.2.5.2 Application

release - Impact analysis of known issue. REQ 71 asks for recording and assessing known

issues. It is already addressed in the mapping by RTCA DO-178C Table A-8 Objective 3

and Activity 7.2.3. This topic was already addressed in Q7 Comment 1.
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Requirement REQ 72 is presented in EUROCAE ED-273 Section 2.4.2.6 Quality as-

surance process-quality assurance. REQ 72 states that compliance with the development

processes plan shall be obtained. It is already addressed in the mapping by RTCA DO-

178C Table A-9 Objective 1 and 5 and Activities 8.2.b and 8.3.

FIGURE 4.9 – Q8: is the method complete? In other words, does it need nothing more to fulfill the
method’s reason for existing?

For Q8, two comments were formulated:

• Q8 - Comment 1: “For some of the requirements, it seems to me that some other

objectives of DO-178 are missing to be completely met (Ex: ED-273 2.4.2.3.2 x

DO-178C A-3: 7; ED-273 2.4.2.3.3 x DO-178C A-7: 2 and 3)”

• Q8 - Comment 2: “I understood that ED-273 section 2.4.2.2.1 was addressed as

it was impossible to map it in DO-178C. However, I missed dealing with ED-273

sections 2.4.2.2.3 and 2.4.2.2.4.

The respondent from Q8 Comment 1 proposes to include RTCA DO-178C Table A-

3 objective 7 to fully comply with EUROCAE ED-273 Section 2.4.2.3.2. The author

understands this comment is unfound because RTCA DO-178C Table A-3 objective 7

(Algorithms are accurate) is already contained in RTCA DO-178C Table A-3 objective 2

(High-level requirements are accurate). Once RTCA DO-178C Table A-3 objective 2 is

already mapped by the method, then it would not be necessary to include RTCA DO-178C

Table A-3 objective 7 in the method.

Additionally, the same respondent proposes including RTCA DO-178C Table A-7 ob-

jectives 2 and 3 to fully comply with ED-273 Section 2.4.2.3.3. This comment was accepted

by the author and it was also proposed in Q7 Comment 1.
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FIGURE 4.10 – Q9: Is the method reasonable? In other words, is it not too much onerous compared to
any other alternative means to fulfill the method’s reason for existing?

For Q9, no comment was incorporated.



5 Conclusion

According to Section 1.4, the research’s objective was to Create a software develop-

ment method to be used both by a legacy EFB manufacturer and a new EFB manufac-

turer to show compliance with the development assurance part of EUROCAE ED-273.

After concluding the research, is the author’s understanding that the objective was ful-

filled.

This dissertation addressed a relevant topic for EFB manufacturers: compliance with

EUROCAE ED-273. It is a relatively new standard that brought some unprecedented

development assurance objectives for EFB development. It is a standard that brings

quality to the software through the quality in the software process.

This dissertation followed the methodology presented in Section 1.6. A development

method that could be used either by a new applicant or a legacy application manufacturer

was proposed. The core of the method is the mapping between EUROCAE ED-273

objectives and RTCA DO-178C objectives and activities.

The proposed development method brings benefits to applicants. It was shown that

some parts of EFB manufacturers already have a RTCA DO-178C-compliant process.

Therefore, it would be much easier to adjust this process and follow only one process for

the entire company.

In Section 1.3 it was presented the research question Is the development assurance

part of EUROCAE ED-273 compatible with RTCA DO-178C? To answer this question,

Section 3.1 was developed to find the correlation between both standard’s objectives.

According to Section 3.1, the number of EUROCAE ED-273’s objectives mapped to RTCA

DO-178C’s objectives or activities is 14. This represents a 82% compatibility between the

standards. In other terms, the research answered the research question and found a

significant degree of compatibility between EUROCAE ED-273 and RTCA DO-178C.

In Section 1.3 it was also proposed that the research hypothesis is There is a subset

of RTCA DO-178C that can be used to show compliance with EUROCAE ED-273 but

not full compliance. To validate the research hypothesis two steps were followed: the

first was to propose a mapping between the standards and the second was to validate the

mapping proposal via the focal team.



CHAPTER 5. CONCLUSION 53

In the mapping proposed in Section 3.1, it was shown that the only objectives that do

not have a similar RTCA DO-178C objective or activity are those related to operational

requirements. This lack of correspondence is because operational requirements are similar

to system requirements, which are not part of RTCA DO-178C’s scope. Therefore, to be

compliant with EUROCAE ED-273’s development assurance part it is mandatory that

the applicant defines the operational requirements separately.

In Section 4.1, the mapping between EUROCAE ED-273 objectives and RTCA DO-

178C proposed in Section 3.1 was submitted for the approval of a focal team composed of

aviation software and EFB specialists. According to their evaluation in Section 4.1, the

method was accepted as correct, complete and reasonable. Therefore, their evaluation

validated the research hypothesis.

As explained in Section 1.4, this dissertation’s scope was the development part of

EUROCAE ED-273. The standard, however, is composed by other parts that must be

addressed by the applicant to receive the compliance certificate.

5.1 Threads to validity

Both the method presented in Chapter 3 and its evaluation in Chapter 4 through a

focus group may have biases that reflect the opinion of a small group of experts. EURO-

CAE ED-273 is a recent standard that, being issued in 2021, does not yet have a strong

critical mass of industry users, which, despite reinforcing the importance of this work,

carries a natural bias that the involved parties may have understandings that may not

be fully convergent with the understanding of the community when this critical mass is

fully established. To mitigate this risk, the five participants were selected with criteria

that reinforce their know-how in the aeronautical sector, their professional experience in

the industry, and their degree of education.

5.2 Future work

It was explained in Section 4.1 that the comments not related directly to the develop-

ment method would not be evaluated by the author. However, in the online filling, some

ideas were brought to light by one of the specialists.

According to the specialist, an important amount of time is spent in the EFB’s design

phase, especially because most error reports are related to operational errors, like provid-

ing the wrong weight to calculate the landing speeds. This type of evaluation was out of

the research’s scope and is also out of EUROCAE ED-273’s scope. Therefore, a study
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could be conducted to identify how these operational errors could be avoided.

In chapter 3, it was presented a method to be used by legacy EFB applicants. In

that method, the author considered it out of the research’s scope to propose a criterion

to accept or not service history data for EFBs. It would be interesting for future work to

evaluate if the same guidance provided by (DOT-FAA, 2002) is applicable for EFBs.

5.3 Published article

The following article was published during the research:

1. MATILDE, Felipe Rodrigo Evangelista; MARQUES, Johnny. Development Model

for a Legacy Software Supporting Cabin Operation. In: 2023 Workshop de Teses

e Dissertações em Qualidade de Software - Simpósio Brasileiro de Qualidade de

Software (SBQS), 2023, Braśılia

The following article was accepted to be published and will be presented in a confer-

ence:

1. MATILDE, Felipe Rodrigo Evangelista; MARQUES, Johnny. A Development

Model for Electronic Flight Bag Software. In: 43rd AIAA/IEE Digital Avion-

ics Systems Conference (DASC), 2024, San Diego (CA)
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Abstract. Pilots have to follow procedures, perform checklists, receive and re-
gister some pieces of information, and perform many calculations. To facilitate
some of these tasks, Electronic Flight Bags (EFBs) are developed to be used by
pilots inside the cabin. Software Quality Assurance (SQA) is a vital discipline
in software development, ensuring that software meets quality requirements th-
rough various activities such as testing, reviews, and adherence to established
standards. This paper presents the current status of research that will propose a
new software development model for legacy EFBs.

1. Introduction
The primary objective of aviation is to transport people from one place to another safely.
The significance of safety in aviation arises from the inherent risks associated with opera-
ting an airplane, which can result in numerous fatalities and substantial economic losses.
To mitigate these undesirable consequences, aviation authorities enforce a set of stringent
regulations [Marques and Yelisetty 2019].

Software Quality Assurance (SQA) is a vital discipline in software development,
ensuring that software meets quality requirements through various activities such as tes-
ting, reviews, and adherence to established standards [Fernandes and França 2015].

Given that safety is of paramount concern in aviation, every aspect of an air-
plane must adhere to a rigorous set of regulations. These regulations encompass hard-
ware components such as hydraulic systems, as well as software components like avi-
onics [Marques and Yelisetty 2019]. Regarding software, the primary aeronautical stan-
dard adopted over the past 30 years to ensure the development of high-quality and safe
embedded software is RTCA DO-178C [RTCA 2011].

2. Problem Characterization and Proposed Solution
Operating an airplane is a complex task. Pilots have to follow procedures, perform chec-
klists, receive and register some pieces of information, and perform several calculations.
To facilitate some of these tasks, Electronic Flight Bags (EFBs) are developed to be used
by pilots inside the cabin, as showed in Figure 1.

EFBs are essentially a piece of hardware not embedded in the airplane - usually
an iPad®- that runs an application related to an airplane operation task. Pilots are the final
user the EFB is developed for.



For decades, EFB applications have been developed to support airplane operati-
ons. Consequently, many regulations came into place to define EFB’s scope and hard-
ware specifications. However, there were no software development criteria for EFBs until
2021, when EUROCAE released its ED-273 entitled “Minimum Operational Performance
Standards for Electronic Flight Bag (EFB) Application” [EUROCAE 2021]. Regarding
software development, ED-273 specifies a set of objectives such as a Software Develop-
ment Plan, Requirement validation, Software architecture, and Test. Despite being less
critical to flight safety than Airplane Embedded Software, EFBs now have their standard
to ensure product quality.

In this scenario, there are two active standards for developing aviation software:
the well-established embedded software, RTCA DO-178C, which has been through four
versions since 1982, and the other is specific to EFB, EUROCAE ED-273, introduced in
2021.

The aviation industry may be interested in aligning software development proces-
ses with only one of these standards, and, in this case, the legacy of RTCA DO-178C
holds significant importance within the industry. Therefore, this master’s research aims to
address the following research question: Is there a subset of RTCA DO-178 objectives
that could be used to show full compliance with EUROCAE ED-273? Based on the
research question, our research hypothesis is There is a subset of RTCA DO-178 that
can be used to show compliance with EUROCAE ED-273 but not full compliance..

The objective of this research is to propose an EFB development model that avia-
tion software manufacturers can use for legacy EFBs to comply with EUROCAE ED-273,
adapting an established RTCA DO-178C process. The importance this research gives to
legacy EFB software comes from the fact that most of EFBs has been developed before
EUROCAE ED-273.

The software development model is the outcome of this research and will be com-
posed by three components: the first is the subset of RTCA DO-178C objectives that can
be used to show partial compliance with EUROCAE ED-273, the second is a method of
showing compliance with EUROCAE ED-273 remaining objectives and finally the third
is an approach to deal with a legacy software development history.

Figura 1. A pilot interacting with an EFB software in an iPad®



3. Methodology

Five steps were identified in the methodology. Figure 2 presents the methodology in a
flowchart. Steps 1 and 2 were already performed, and Step 3 was in progress when this
paper was submitted.

Figura 2. Research methodology flowchart

In Step 1, the aviation software development standards (RTCA DO-178C and EU-
ROCAE ED-273) were studied. In this step, it was collected all information on such
standards and tried to find common aspects between them.

Inside Step 2, the related work was identified. Because a mapping process between
EUROCAE ED-273 and other aeronautical software standards will be performed in Step
3, the goal of Step 2 is to understand how to perform the mapping task. Consequently,
some related works that also performed different mapping were selected. Step 3 is an
important part of the research, and it identifies which aspects of EUROCAE ED-273 are
already contemplated in RTCA DO-178C.

Step 4 focuses on the development of our main contribution to the research. The
model will be composed of three elements: the subset of RTCA DO-178 that could be
used to show partial compliance with EUROCAE ED-273 objectives, a method to address
directly EUROCAE ED-273 remaining objectives, and a proposal to address the future
modifications of legacy EFB software. Finally, inside Step 5, the model is evaluated by a
focal team composed of experts in aviation software development with good knowledge
of software standards for this field.

4. Background

4.1. RTCA DO-178C

According to [Rierson 2013], since the first version (1982), the goals of RTCA DO-178C
were to promote the safe implementation of aviation software and to provide clear and
consistent ties with the system and safety processes.

One important concept regarding RTCA DO-178C is the five Development As-
surance Levels (DALs). According to the standard, a software risk assessment has to
be done to evaluate the contribution a failure in the software will cause to the system.
The DAL A is the most critical, while the remaining DALs (B, C, D, and E) progressi-
vely eliminate objectives based on the safety impact that software malfunctions can cause
to the aircraft.[Marques and Yelisetty 2019]. The 71 objectives of the RTCA DO-178C
are organized by DAL. There are objectives for development, verification, configuration
control, and quality assurance [Marques and Cunha 2017].



4.2. EUROCAE ED-273
EUROCAE is an international organization in charge of developing standards for airborne
equipment. In 2019, Working Group 106 (WG-106) studied and proposed the first stan-
dard for EFBs, EUROCAE ED-273, released in 2021.

The necessity for creating a standard came from the fact that the increasing num-
ber of EFBs applications became a challenge for aviation authorities such as the Fede-
ral Aviation Administration (FAA) in the USA, the European Aviation Safety Agency
(EASA) in Europe, and Agência Nacional de Aviação Civil (ANAC) in Brazil to evaluate
and approve them [EUROCAE 2021]. Despite many regulations created before to evalu-
ate hardware components, EUROCAE ED-273 was the first to evaluate software aspects
such as function suitability to EFBs, human-machine interface, development assurance,
and security.

Similar to RTCA DO-178C, EUROCAE ED-273 also requires a risk assessment
to evaluate the application. When this assessment is performed, the application receives
one of the two possible Function Qualification Level (FQL): Low or High. Each FQL
contains a set of objectives to be accomplished and registered by the development team
according to the application FQL.

4.3. Related Works
In his study, Ferreirós & Dias (2015) evaluated the distance between CMMI-DEV 1.3
software maturity model and RTCA DO-178C. The purpose of such evaluation was to
identify the gaps a software company compliant with CMMI-DEV 1.3 has to dedicate its
effort to becoming an embedded software provider. The authors concluded that, despite
having some points in common, RTCA DO-178C requires specific technical aspects that
are out of CMMI-DEV 1.3 scope, like Verification of Verification Process Results.

A study to find a universal software safety standard was performed by Bhansali
(2005) . This author read about 16 critical software standards and identified the 23 funda-
mental concepts behind them. The work presents and justifies each one of these concepts.

A comparison of means of compliance for Onboard Software Certification was
performed by Yan (2009) . In the article, the author explained that despite being adopted
as a means of compliance with certification regulation, RTCA DO-178C is not theoreti-
cally the only means.

5. Preliminary Results
The mapping between what EUROCAE ED-273 requires and what other standards require
is still in progress. However, some relationships between these standards have already
been found. In this section, two of them are presented.

5.1. Development Plan
EUROCAE ED-273’s requirement 039 states that a development plan shall be defined.
According to EUROCAE ED-273’s recommendation 032, a development plan should des-
cribe software development methodology and processes, configuration management pro-
cesses, quality assurance processes, and development environment, including framework
and tools. Objectives from 1 to 4 found in RTCA DO-178C are equivalent to what EU-
ROCAE ED-273 requires by “Development plan - minimum considerations”.



5.2. EFB Function Operational Requirements Definition
EUROCAE ED-273’s requirement 044 demands that all applicants have to define function
operational requirements. There is not a RTCA DO-178 objective that matches such
a requirement. After all, operational requirements define what the EFB is expected to
perform, and according to Rierson (2013) , this would be similar to system requirements
outside the scope of RTCA DO-178C. Figure 3 summarizes what was presented in this
section.

Figura 3. Relation between two EUROCAE ED-273‘s requirements and other ae-
ronautical standard

6. The Development Model
As stated previously, the development model will be composed by three elements: a sub-
set of RTCA DO-178 objectives that could be used to show partial compliance with EU-
ROCAE ED-273, a method to directly address EUROCAE ED-273’s remaining objecti-
ves, and an approach to deal with legacy history.

Once the research is still in progress, the development model is not finally con-
cluded. However, a small exemplification of the model can be presented. The model will
assume that an existing RTCA DO-178 compliant process is running in the applicant or-
ganization. This process will be adapted so that a new DAL will be created to represent
an EFB compliant with EUROCAE ED-273. Therefore, the subset of RTCA DO-178
objectives that could be used to show partial compliance with EUROCAE ED-273 will
be applicable to this EFB’s DAL. For instance, according to Figure 3, there will be an
indication in the adapted RTCA DO-178 process stating that the new DAL has to comply
with RTCA DO-178 Table A-1 Objectives 1-4.

We have already found some EUROCAE ED-273 objectives that do not find an
equivalent objective in RTCA DO-178, as Figure 3 shows. In this case (i.e. EFB Function
Operational Requirement Definition), it is been evaluated a method to write and validate
this type of requirement. The method is still not defined.

7. Final Remarks and Next Steps
As Figure 2 shows, the current step of the research is the mapping creation from EURO-
CAE ED-273 to RTCA DO-178C. When this step is finished, the next is model develop-
ment that can deal with EUROCAE ED-273’s objectives not traceable to other standards



and a proposal to deal with aspects related to legacy applications. The final step is to
create a focal team of aviation software specialists to evaluate the development model.

The initial findings from this research further support the hypothesis that the fi-
nal model will closely resemble RTCA DO-178C. Should the research validate this hy-
pothesis, the possibility of establishing a new RTCA DO-178C DAL specifically for EFB
development emerges.

It is important to mention that most parts of aviation manufacturers have their
EFBs. Because those aviation manufacturers already have an organizational software
development process to comply with RTCA DO-178C, the proposed model will benefit
them because it would be much easier to adopt an RTCA DO-178C organizational process
than to create a whole new process.

For EFB software developers who do not comply with RTCA DO-178C, the re-
sults obtained by this research will at least guide them in creating their process. The
scientific and technological contributions of this research include: 1) The mapping with
traceability between EUROCAE ED-273 and RTCA DO-178C; and 2) The proposed mo-
del. A video explanation of this paper is provided on https://youtu.be/AVsI-7jvS5w.
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Abstract—Operating an airplane is not an easy task. The pilots
must check for weight and balance, communicate with towers,
flight crew and passengers, fly the airplane, navigate from origin
to destination, sometimes deal with system failures, and perform
many procedures. Electronic Flight Bags (EFB) are applications
pilots use inside the airplane cabin to make operating an airplane
easier. This type of software application has been growing in the
last twenty years. Most of these applications developed for tablets
help pilots considerably operate airplanes by reducing workloads,
optimizing airplane performance, and removing paper manuals
from airplanes. In 2021, EUROCAE published the standard
ED-273 for developing EFBs and introduced some requirements
related to software development assurance, among other relevant
points. The EUROCAE ED-273, as expected, made EFB manu-
facturers concerned about how to follow the new requirements.
On the other hand, a 30-year-old software standard, the RTCA
DO-178C, establishes considerations for developers, installers,
and users when designing embedded equipment using software.
Several aircraft manufacturers have well-established RTCA DO-
178C software processes. We believe that would be very beneficial
for organizations with an RTCA DO-178C compliant process to
take advantage of it as a means of compliance for the new ED-
273. Our work proposes to create an EFB development approach
compliant with ED-273 guidelines but using original RTCA DO-
178C processes defined by the aircraft manufacturer. A mapping
between the two standards was performed. The development
approach was thoroughly assessed by a panel of highly expe-
rienced experts in aeronautical software. The main contributions
of this paper are (i) the mapping between EUROCAE ED-273
and RTCA DO-178C, (ii) the development approach, and (iii) the
evaluation processes defined and executed with the participation
of 5 experts in RTCA DO-178C or EFB software development.

Index Terms—EFB, ED-273, electronic flight bag, software
development

I. INTRODUCTION

Electronic Flight Bags (EFBs) were developed to simplify
pilots’ tasks. Most of these applications are developed for iPad
®and adopted almost universally as an EFB device.

Some EFB application domains include takeoff and landing
performance calculation, weight and balance, airport naviga-
tion, moving maps applications, briefing, fligh-planning , elec-
tronic QRH procedures, and replacement of paper manuals.
Figure 1 presents a pilot interacting with an EFB.

It is important to highlight that when an airline decides to
adopt an EFB as part of its operation, it has to apply for
authorization from its civil aviation authority. This type of

authorization normally evaluates flight crew training, hardware
safety, and computed results correctness. Due to its benefits,
EFBs are widely adopted worldwide. The growing popularity
of EFBs stimulated the emergence of many EFB manufacturers
and the increasing number of EFB application domains. Con-
sequently, this scenario makes the EFB operational evaluation
by civil aviation authorities even harder. Therefore, in 2021,
EUROCAE published the EUROCAE ED-273 document en-
titled “Minimum Operational Performance Standards (MOPS)
for Electronic Flight Bag (EFB) Application.” The EUROCAE
ED-273 addresses concerns like function eligibility, risk anal-
ysis, interface, databases, and security. One of these concerns
in particular has not been addressed by any other document
before: the EFB software development assurance

II. MOTIVATION

EASA adopted EUROCAE ED-273 as a compliance alter-
native to the operational requirement CAT.SPA.EFB. 100 (b).
Since a new EFB regulation is in place, EFB manufacturers
are expected to be concerned about how to comply with it.

Fig. 1. A pilot interacting with an EFB software in an iPad®



In that regard, it would be very beneficial for organizations
that already have an RTCA DO-178C compliant process to
take advantage of it as a means of compliance for the new
EUROCAE ED-273. After all, having only one development
process instead of two brings efficiency, reduces waste, and
keeps all organization employees informed about the process.
By the time this dissertation is written, the scenario of an EFB
manufacturer that is also an embedded software manufacturer
compliant with RTCA DO-178C is the most frequent.

III. RELATED WORK

s previously mentioned, the software development for em-
bedded software is already standardized in aviation through
the use of RTCA DO-178C [1] and its supplements. Recent
works have discussed advances and new software development
methods in this field. The authors of this work identified and
grouped related works into 6 (six) themes:

• Impacts on the transition from RTCA DO-178B [2] to
RTCA DO-178C [1], as explored in the works of 3 and
4;

• Model-Based Development, as explored in the works 5
and 6;

• Use of Agile Methods in Software Development, as
explored in the works 7 and 8;

• Formal Verification, as seen in the works of 9 and 10;
• Aircraft Embedded Software Loading, as reported in the

works of 11 and 12;
• Mapping between standards, models, and norms with a

focus on safety, as reported in the work of 13 and 14.
The work of 3 explains the benefits of formal methods and

object-oriented technology that RTCA DO-178C offers in con-
junction with RTCA DO-332 [15] and RTCA DO-333 [16]. It
also focuses specifically on modeling in software development
and the qualification of tools that automate or facilitate the
verification and validation of avionics applications built from
models to ensure there are no unintended functions.

The work of 4 presents an overview of the guidelines for
aeronautical software contained in RTCA DO-178C and sup-
plementary documents. It also addresses the similarity between
RTCA DO-178B and DO-178C, reviewing the fundamentals
of verification philosophy and an overview of crucial guidance
included in RTCA DO-178C.

The work of 5 presents a framework for using models for
compliance with RTCA DO-178C. They also analyzed other
approaches compared to the proposed framework, highlighting
similarities, differences, strengths, and weaknesses.

The work of 6 presented a set of guidelines for development
based on Aeronautical Embedded Software models, ensuring
compliance with RTCA DO-178C and RTCA DO-331 17. In
addition to the drivers, a case study is presented.

The work of 7 provides a detailed analysis of the main
agile practices, with a preliminary assessment of their ease of
implementation. The authors highlighted that the transition to
agile development does not require sudden and radical changes
but can be accomplished by incorporating agile methods into
an existing process.

The work of 8 shows how apparent contradictions between
agile practices and aeronautical software certification objec-
tives were resolved in several Airbus projects and quantifies
the resulting financial gains.

The work of 9 describes some of the goals and activities
in the area of formal methods, explaining how these methods
can be used instead of testing in an RTCA DO-178C context.
The work summarizes the practical experience of Dassault-
Aviation and Airbus in successfully applying formal methods
for developing aeronautical embedded software.

The work of 10 provides some scenarios for database
verification using the RTCA DO-178C and RTCA DO-200B
[18] standards, including the use of tool qualification when
processes are eliminated, reduced, or automated by the use of
software tools without reviewing the output produced by such
tools.

The work of 11 characterizes the scenarios of software
loading on aircraft and treatments for possible threats involv-
ing information security in this process. This work was later
improved to a framework in the work of 12 that presents a
set of reusable requirements and general testing procedures
for software loading involving manual and automatic checks.
The authors believe that the framework can help smaller
companies, especially those entering the market, to incorporate
software loading capabilities into systems development.

In their study, 14 proposed a method to estimate the distance
a CMMI-DEV compliant team would have to overcome to be
an embedded software provider compliant with RTCA DO-
178C.

The method was based on ten tables - one for each RTCA
DO-178C Appendix A table - whose columns represented
each RTCA DO-178C objective and activity and whose rows
represented each CMMI-DEV practice. Figure 2 presents an
illustration of these tables.

Fig. 2. Intersection table scheme proposed by [14]

The authors assessed the intersection of both standards in
each of the ten tables. By doing so, they could estimate the



level of accomplishment of RTCA DO-178C by a CMMI-
DEV-compliant team.

The authors concluded that, despite similar philosophies and
concerns in both standards, it is impossible to adopt CMMI-
DEV to comply with RTCA DO-178C. This statement of non-
compliance is presented by the authors, especially when they
point to the Verification of Verification Process Result and
Certification Liaison Process,

A comparison of four compliance means for embedded
software was performed by 19. The author evaluated RTCA
DO-178B, Safety Engineering Approach for Software Assur-
ance, Capability Maturity Model (e.g. CMMI), and Alternative
Methods (e.g. formal methods and service history).

The author recommends checking first with local authorities
to determine whether the alternative means of compliance
are acceptable. However, the author performed a survey and
concluded that it would be hard to convince aviation players to
deviate from RTCA DO-178C. According to the author, the
industry and aviation authorities widely adopted the RTCA
DO-178C.

In his study, 13 wanted to find a subset of common attributes
or objectives among 16 safety-related development standards.
He concluded that there is a subset of common attributes or
objectives (e.g. System Safety Assessment, Software Require-
ment Validation, and Traceability Analysis). However, it can
be deduced from his work that different safety-related areas
emphasize the software development process differently.

IV. RESEARCH METHOD

To achieve the objective, a set of five steps were identified.
Figure 3 represents the five steps.

Step 1 was focused on reading and studying aviation
software development standards. Three main documents were
selected to achieve this step: RTCA DO-178C, RTCA DO-
330, and EUROCAE ED-273. Each document was studied
carefully to comprehend the context it is applied to and to
identify commonalities and differences between them. Step
2 was to read and study related works, especially those that
mapped two software standards. The related works were useful
in identifying the adopted methodologies before performing
the mapping to RTCA DO-178C.

Step 3 was the mapping itself. After a deep reading of
both EUROCAE ED-273 and RTCA DO-178C, it was time to
identify objectives and activities from RTCA DO-178C that
could be used to show compliance with some of its devel-
opment assurance requirements. Step 4 focused on building
the development approach, which is the main contribution of
the present dissertation. Step 5 was the evaluation via the focal
team. In this step, qualified experts in the domain were invited
to evaluate the proposed approach. After their evaluation, if the
proposed development approach is not approved, then it shall
be revised.

V. DEVELOPMENT APPROACH

The development approach, which is the main contribution
of this research, is presented in Figure 4. It represents Step 4
of Figure 3.

Before executing any Task from Figure 4, a question about
having or not an RTCA DO-178C compliant process must be
answered. All the Tasks from 1 to 6 presented in Figure ?? and
in this Section are to be executed only when there is an RTCA
DO-178C compliant process. When the EFB applicant does
not have an RTCA DO-178C compliant process, he/she must
submit to his/her regulator an EUROCAE ED-273 compliant
process. In this case, creating such a process is out of the scope
of this research, even though the applicant could be inspired
by the content presented here.

The approach and its Tasks presented in Figure 4 assume the
applicant already has a RTCA DO-178C compliant process.

Task 1 simplifies the RTCA DO-178C compliant process
according to EUROCAE ED-273 mapping to RTCA DO-
178C. Assuming the applicant already has an RTCA DO-
178C compliant process, it addresses all applicable objectives
and activities from the standard. Therefore, this dissertation
proposes tailoring the RTCA DO-178C compliant process
so that only objectives and activities from 5 are effectively
executed.

Observations from Figure 5 reveal two key insights. Firstly,
an extensive mapping exists from EUROCAE ED-273 to
RTCA DO-178C, indicating a substantial alignment between
the two standards. However, several requirements from EU-
ROCAE ED-273 lack a direct equivalent objective in RTCA
DO-178C.

As depicted in Figure 5, the requirements from EUROCAE
ED-273 that remain unmapped to RTCA DO-178C include
2.4.2.2.1 (EFB Function operational requirements definition),
2.4.2.2.3 (EFB Function Operational Requirements valida-
tion), and 2.4.2.2.4 (EFB Function compliance with opera-
tional requirements). The absence of equivalence in RTCA
DO-178C for these requirements is primarily due to their focus
on operational requirements.

EUROCAE ED-273 defines operational requirements, out-
lined in item 2.4.2.2, as functionalities to assist pilots in
performing their duties. This aspect is not addressed within
the scope of RTCA DO-178C.

It is worth emphasizing that RTCA DO-178C pertains
specifically to embedded software. Embedded software op-
erates within a system; therefore, it is nonsensical for the
software component to introduce functionalities beyond what
the system originally designed for.

In essence, requirements are formulated and validated dur-
ing system development at the system level, rather than at
the software level. This is one of the fundamental reasons
why RTCA DO-178C does not validate system requirements.
In RTCA DO-178C, all development activities originate from
and align with system requirements.

An EFB application cannot be viewed as a system com-
ponent; it exists within an environment where pilots utilize
the EFB to carry out their tasks. Therefore, the concept most
closely resembling EUROCAE ED-273 operational require-
ments would be system requirements, which fall outside the
scope of RTCA DO-178C.



Fig. 3. Research method flowchart

Task 2 consists of writing the Software Development Plan
(SDP). This is a plan from RTCA DO-178C that contains
a description of the software development procedures and
software life cycle(s) [1]. RTCA DO-178C requires more plans
than SDP. However, EUROCAE ED-273 objective 2.4.2.1.1
requires only one, called Application Development Plan.

SDP shall contain two important components:
• It shall present this dissertation’s proposed approach so

the Certification Authority can evaluate it
• It shall contain the service history credit, in case the

applicant intends to take credit of it (explained in Task
5.2).

The only EUROCAE ED-273 objectives that are not
mapped to RTCA DO-178C objectives are 2.4.2.2.1 (EFB
Function operational requirements definition), 2.4.2.2.3 (EFB
Function Operational Requirements validation) and 2.4.2.2.4
(EFB Function compliance with operational requirements). It
was also stated that the reason for this lack of mapping is
the fact that system requirements are out of EUROCAE DO-
178C’s scope.

In this case, the EFB applicant has to create a method
to define, validate, and verify the operational requirement to
fulfill EUROCAE ED-273 objectives 2.4.2.2.1 (EFB Function
operational requirements definition), 2.4.2.2.3 (EFB Func-
tion Operational Requirements validation) and 2.4.2.2.4 (EFB
Function compliance with operational requirements).

When the applicant has a new EFB application (i.e. without
service history) then Task 4 shall be executed. Task 4 shall
also be executed by a legacy EFB application when its SDP is
not approved by the certification authority for service history
credit. Task 4 consists of conducting the full Software De-
velopment using the RTCA DO-178C compliant process and
Operational Requirements. In other words, to develop his/her
EFB application the applicant has to execute for the whole
EFB the simplified process from Task 1, write the Software
Development Plan from Task 2 and write the operational
requirements from Task 3 for the whole EFB.

Figure 4 shows that when the application is considered a
legacy EFB (i.e. with service history) then Task 5 shall be
executed. It consists of preparing service history data to take
credit for unmodified parts of the EFB Software.

Given the relatively recent introduction of EUROCAE ED-
273 and the prevalence of EFB applications developed before
its publication, this article proposes a methodology for devel-
oping new software increments within the framework outlined
in Sections 4, specifically tailored for EFBs with approved
service history.

it is beyond the scope of this research to propose an objec-
tive methodology for evaluating the relevance and sufficiency
of legacy EFB service history. Hence, the flowchart depicted in
Figure ?? operates under the assumption that the ACO retains
the authority to accept or reject the collected service history
data.

VI. VALIDATION

After the development approach proposed in Chapter 3
was created, it was evaluated by a focal team. The focal
team was composed of five experts in some software domain
areas like RTCA DO-178C, software certification, and EFB
development. Before the approach was evaluated, Step A was
to pre-define criteria for selecting the focal team experts. The
criteria are presented in Section ...

Each one of the five focal team experts answered five ques-
tions related to the proposed development approach. Therefore,
a total number of 25 answers were provided by the focal team.
The answered questions were the following:

• Did you understand the research context?
• Do you consider that you received enough information to

evaluate the approach with strict criteria?
• Is the approach correct? In other words, is the approach

defectless?
• Is the approach complete? In other words, does it need

nothing more to fulfill the approach reason for existing?
• Is the approach reasonable? In other words, is it not too

much onerous compared to any other alternative means
to fulfill the approach reason for existing?

It was pre-defined that if all answers were Strongly Agree
or Partially Agree, then the focal team could consider the
development approach valid.

On the other hand, if at least one of the 25 answers was
Neither Agree nor Disagree, Partially Disagree, or Strongly
Disagree, then a modification in the proposed development



Fig. 4. Proposed development flowchart

approach would be required. If that is the case, a new
evaluation by a focal team would be necessary.

If the proposed development approach is considered ac-
cepted by the focal team but at least one answer is Partially
Agreed, then the author evaluates the comment provided by the
respondent. In this case, the author could change the approach
according to the feedback received.

All respondents Strongly or Partially agree with the state-
ments. The results obtained by the focal team experiment
suggest the experts accepted the approach as valid.

VII. CONCLUSION

This dissertation addressed a relevant topic for EFB manu-
facturers: compliance with EUROCAE ED-273. This relatively
new standard brought unprecedented development assurance
objectives for EFB development. It is a standard that brings
quality to the software through the quality in the software
process.

The proposed development approach brings benefits to
applicants. It was shown that some parts of EFB manufacturers
already have a RTCA DO-178C-compliant process. Therefore,
it would be much easier to adjust this process and follow
only one process for the entire company. On the other hand,
the EFB manufacturers that do not have a RTCA DO-178C



compliant process will benefit from the proposed development
approach because more consolidated literature is available for
RTCA DO-178C compared to EUROCAE ED-273.
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